
Executive overview training based  
on the ISO/SAE 21434 standard

This half-day training session covers automotive 
cybersecurity management for executive managers  
based on the state-of-the-art ISO/SAE 21434 standard  
as a guiding template.

The goal is to inform managers and responsible engineers 
of the implications of ISO/SAE 21434’s processes and work 
products for their company. The session begins with an 
introduction explaining the need for cybersecurity in the 
automotive industry and the scope of the ISO/SAE 21434 
standard. The instructor then reviews the concept phase, 
product development phase and post-development activities 
from a management perspective. The training includes an 
introduction to continual cybersecurity activities and how 
they relate to each stage of the vehicle life cycle. Finally, the 
training covers the organizational and project-dependent 
cybersecurity management framework.

This training contains two modules with a short break in 
between. As a follow-up to the training session, a kVA by 
UL cybersecurity certified consultant will host a two-hour 
workshop in which they will answer questions on how to 
implement the requirements of ISO/SAE 21434 into the 
company-specific product life cycle.

Training topics 
• Cybersecurity management 
• Interaction between client and suppliers 
• Overview of concept phase

 — Cybersecurity item definition 
 — Threat analysis and risk assessment methods 
 — Cybersecurity goals and claims 
 — Cybersecurity concept 

• Overview of the product development phase 
 — Design 
 — Integration and verification 

• Cybersecurity validation
• Continual cybersecurity activities 

 — Cybersecurity monitoring 
 — Vulnerability analysis and management

• Production, operation, maintenance and 
decommissioning topics.

Learn how to implement 
ISO/SAE 21434 across 
your organization
Introductory training for automotive 
cybersecurity managers
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Objectives
Upon completion of this workshop, you will have an 
understanding of the requirements to:

• Establish cybersecurity roles and responsibilities within 
your organization.

• Build an automotive cybersecurity management system 
in accordance with the requirements of ISO/SAE 21434.

• Develop a cybersecurity plan for your cybersecurity-
relevant programs using ISO/SAE 21434.

• Build a framework for continual cybersecurity activities 
that span all the phases of the vehicle life cycle.

• Begin the process of establishing and growing 
a cybersecurity culture within your product 
development team.

• Interact with your customers, suppliers, employees and 
stakeholders on the main activities contained within the 
ISO/SAE 21434 standard for cybersecurity.

• Lead your organization as it implements ISO/SAE 21434 
processes for cybersecurity management.

Target audience
• Engineering managers
• Directors and VP-level executives 
• Senior/principal engineering staff
• Engineers and developers
• Sales and purchasing personnel

Why choose kVA by UL?

Our team’s expansive knowledge of the automotive product 
development life cycle sets us apart in the functional 
safety and cybersecurity industry. From threat analysis to 
cybersecurity specification and validation target-setting, 
the engineers at kVA by UL understand cybersecurity for 
complex electronic systems.

Expert trainers — kVA by UL training courses provide an 
in-depth overview of the methodologies used in the ISO/SAE 
21434. Our trainers are experienced automotive engineers 
who have designed and validated real-world automotive 
systems at major automotive companies worldwide.

Advisory support — Our services span autonomous vehicles, 
connectivity of electronic modules and infotainment, 
semiconductors, cybersecurity and robotics.

Practice automotive 
cybersecurity with your team
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For more information, call 1.864.630.5373, email: kvasales@UL.com or visit kvausa.com.


